17-




270001 site : 1so.org > 2700

v VISOA X WISO) X = EEE X = ox RoZer x Qg E: ox Qg @ x A HNe X @TKse x Eiso- x4 ] x
<« @ % isc.org/search.ntmi?PROD_isoorg_en%5Bquery%5D=2700&PROD_isoorg_en%5Bmenu%sD... Bg ¢ ® 0O 0 m > O &,
% k3666 @ licsuedutw/wSite..  Bookmarks [E) NASE2DDOE  w« Reactivate Domain M 4i5E (38.275) -k.. @ stubackgroundesu.. @ Using Animated3.. G »

Standards Sectors About ISO News Taking part Store Q 2700 X =

Q 2700

48 results found

[ Pages (19) ][ News (49) ][ Publications (2)

ISO/IEC 27001:2022
Information security, cybersecurity and privacy protection — Information security management systems —
Requirements

This document specifies the requirements for establishing, implementing, maintaining and continually improving an information
security management system within the context of the organization. This document also includes requirements for the
assessment and treatment of information security risks tailored to the ...

ISO/IEC 27001:2022/Amd 1:2024

Information security, cybersecurity and privacy protection — Information security management systems —
Requirements — Amendment 1: Climate action changes

ISO/IEC 27003:2017
Information technology — Security techniques — Information security management systems — Guidance




gg‘!:

SAE(CNS) A8 S A 5 22 4

I\‘

v REEECN)RBEEERE X+

= a X
¢« > € % cnsonline.com.tw Y ¥ O 0 M ¥ D ¢
P k3666 @ licsuedutw/wSite.. % Bookmarks [B) NASE2DDOE w« Reactivate Domain M ¢ (38,275) - k.. @ stubackground.csu.. @ Using Animated 3 G G https://www.netac. #% How to Enable Inte... » 0O mesE
@

"vail/a _%(CNS)%EEQHE}%S’F\% e ‘ §

RIS HARCEERERRBIK " BUFIRIEE ) FEETE

B R A P EBIE(R)ERXGH AT

BAE  AMBARITREERRE - HSBEZRA
REA . R CEARIRE R o

E& 02-23431980

BE RR BRRE BERE EF8 EFRC AWK

1HEAAENE AEIREE EB) BREFM SEBR

SEELEIS

N
o 1T#5 113/07/16 HiAES R LEHENETH 2024/07/23
o 1R#[5 113/07/16 #HiA®E : RMHIE 15 BMERITE -

B3] 5 BEKRE  2024/07/18
# - BLE 15 EERRENS

By CNS#HEEARERR

2023/10/12

o FHE2050F F2HN - KEBITERBEHIE "REREERA - M

BERE W S BIEAEE - —MEBIRIERl  BXREEMIRLEGEH

https://www.cnhsonline.com.tw/



CNS 27002 X6040 >F8 %=

v R BXRECN)@EREERG T X + = a X
¢« > € % cnsonline.com.tw Y Q@ O 0 M N D ¢

~

( i.csu.edu.tw/wSite.. ookmarks L wx Reactivate Domain W +E (38, ) - k.. stubackground.csu.. sing Animate G G https://www.netac.. #% How to Enable Inte... E=F-1 ]
? k3666 @ li d Si * Bookmark: NASE2DDOE Reacti D M W (38,275) - k @ stub kg! d Using Ani d 3. G h o Enable I » D msEE

& Google Chrome i FF{REIFEREIMEE MR

LB s
BZRISZE (CNS) EESARIS AR :
: 5 2z
G B2 IZE (CNS) #1818 At s PN
EHAER
SEEEN CESIEERRE K T BUTREE  TEETEEREPESERBEARKH AT | FRAER :
B EERHE VA

XS RN B ANFEA SRR - AMBARTREZBRERE - HEBEZRAR !
BRI BRE MR AR AR T ERRE ) A sl B 02-23431980 -

BE RR BRRE BERP SF8 EFRC ARBE HRE)L SBhEE =B REFR S28EH

TEHE> BR
T, & 'S FRRAEA

EilZz - BF L2 RRARE - Bz EHER [I]Fsﬁ

Information security, cybersecurity and privacy protection — Information security 56 A (RAGIESE }
controls —_———

AREE : IRITIREE s EHE : 112/01/30 BiE ‘
HRA : PR AB(RTE%) : 800 ELN |

= EYEEE

R E R M.



2B ISMSBEREEZAIPIMS

BERLAH/AE

ISO/IEC 27001 : EflZ2EE
Egg;gé;’% ISO/IEC 27701 - EE/@270014BRZ 2 B2
%2
B Gt THIER
P
v « ISO/IEC 27005-& %z | | « ISO/IEC 27002-Bi% 2 &
2RBEEE B7EXRBRE
« ISO/IEC 27701-3E1427002
ISO/IEC 27002
(@égggmu) « ISO/IEC 29134-F8 L 1H NI Z2EE
BT (L « [ISO/IEC 27018-4F{$27002
R ES EE(H)
\ « [SO/IEC 29151 %’H?_y
\ / ¥e4=3)|




= ME D/ BRI X 2 EHE

ZEE =l

IR 2 ERRE 7

A AR ED - B8 ' ABRE-EENSHEE ) (A E

25 - HEI AR BB EXK
ﬁ?ﬁﬁﬁﬁﬁim R T NEIE =

] &5 il 7%

EEMBEERSZE

1E51, B EiEh/ EiEEGIR kK 2 THREEEMEEKE Z
EE%&TEE%ESO/\EHLXJ: ™2 = IR

PURTE SR F MRS BB SIS K - 1DRESIIR T e R 2B BN K

AarE Ol ERISE -




NIEE=F

B NS =T BRIEBRBIRE LT EME ( AZL5E0 ) 0K
B (MEIAAZEREETSE - TAF ) FE2HE - O 2TAFEH
Z 'Rae Bk B | B RARREH

( https://www.taftw.org.tw/directory/scheme/msv ) -

— - ESE R EFEZ A IEM BT - HERWEIMNE
ISMSHE R E2iBfs  HERRBEEZRBRL - BHBIRE -




\

S ’
l\%\/@w

W
v | G Ei#-Google B X Ak EEER-2EERERE X Ak ENES-=EERERNE X Ar EERSSESESEME-E X LawGetFile.ashx X wr |SO/EC17021-1 EERHERE X | + = a X
« > C 25 taftw.org.tw/directory/scheme/msv/ ¥ N0 0w Sy O (" H
% k2656 @ licsuedutw/wSite * Bookmarks [B) NASEZDDOE  w« Reactivate Domain M U4 E (36,275) - k @ stubackground.csu.. @ Using Animated 3. G G hitpsy//www.netac @ HowtoEnsbleinte.. [l Home-1T-DOCS-. @ PEAS01 EEH » o #EsEs

BARTAF

MS001 ERHARE SERSNERGERAD FATRREGLEEEETE o Ha
THE136 215 22993279#1263 =
MS004 ETHERE FSEEESASSEERAE  S4TASEESEITRNE  02205003334125 e
EATER4AT i
Ms012 ERAERE  UrBERERGERAD ETmE ST 02552018 03-2200086 #101 R
z2 *
MS013 ERsfEE BENEEEARLT EUTEERLERIGININE  02-27260262 B
> =
MSs017 EERFERE DRUEEREBRGHERLT SETNETFRLTEI17TE125E  06-2050696 7 # B
2 39 5l
M5020 ERREET HEEACLSSENEEEC)  BEUBUEEROSE 0332000264671 &%
Ms031 ERssEE CLBELETOELENAGE  A4TARENGEBEIHR 0223750578 w=
[y stomA1E "

MS034 ERxZRE DLIRERSERLT EAARERSERNEI6 0227118770 i
se10im 5

HezEEHN B1185 S58T10 ~

K721t PRERF AP tain g biudifpaton/Behemedmet = i ik -



;Eﬁi\%'f E%f/‘_n&hu\yﬁ

Jdinl
\LE:
pilly
IR
it
i)

:EIQ

IEE =7 ﬁn’é ,%ﬁfﬁ)
. ABME  1ERER ﬁgggt’; kel 2R/ 1%/ 15/
NE gigﬁg;’; L e e R 1/
N jﬁgﬁﬁ ;g EREREA R 1%/ 1R/ 2 =




Jdinl

n
o
%
o
)
Ik
i
=
CR

fE IS8 IR (121l )

HBREE | preme | gERss
HE | BEEEE

D s {250 K%
el

BRAEE

Z&E

1l

REIE
L
N

RETF

N

N4

RETF
ENELETES

]

2R/ FE

2R/ FE

1R/
1R/

15R/%

1R/E

=)

Al

1R/

1R/

1R/2%

1R/2%

1R/2%

1R/2%

—
it
/W

1R/

1R/

1R/2%

1R/2%

1R/2E

1R/2%

=)

1F AT

1F AT

1F AT
1F AT

=)

H

=)

1F AT

)

-
-

1FATEA

i)

N|
-]
|

A

A

=)

1F AT

1F AT,

1FATEA
1F AT

2FE N5

2F N5

=)

2FEN5STH

i)

N|
-
-

2FN5TH

i)

N|
-]
|

=)

H

=)

1F AT

1F AT,

1FATEA
1F ATk

1FASTH

1FASTH

1F AT

SN

o HEE L KGR

-BEHAERSREE - &
BEF I H BRI

« NREA KR

BEHINRE ZZOE
BamE - BEERRE
U RGKE

- EE S EM R B IER
Lyl

B L BRERFEERE
WEFLRE I

FIAR AT R - BR

« NMRAER R By 22 il

- BEEHINRF Z % 0
EBZxmAE BEE
AR X &

ERFJENRE B

31y

&
- iEEEe

« MBS L KGR



FELS B IS S RENEEGNENE Y RH)

P

BERZEERAS BERZEEBASLUMNZERAR —REAEREE HEaERlSREES
(BABEZEIER) (BA) (BABEER)

L= _-,EEW |\4%§ ﬁi\%ﬁ—ﬂgﬁ
. == %
N 2L | et LS o AR IEMLE  AS SRABREEESLE
\ Bl
3 L) . H2E3NELL RS A R SR PR
A LIBUE ] Seo i mmae N F At
[P _EW //I\z%:ﬂQ Hgﬁ
. =1 %
A 2MENE :ﬁsi’fﬁ‘jﬁffﬁkfjﬁﬁé 2l UL AR ERABBAEEEN
. B
&ﬁt.—-ﬂg L . E L\t; 2 _-EEW //I\Z%_ &i\%ﬁ—ﬂ&
) s o —FR - EVIBEBRE TR
. : g |4 -
AT 20ENE ﬁ;i’fﬁggj%é%ég@ﬁ%b i NEBME AR SRARBREESIE
; " B
gﬁt.—-ﬂgF L o =) g—,\EA z 4 _EW h]_%:zﬁﬁi\;ﬁ_ﬂﬁﬁ
s s 20EME | et LS oL AL NRME  AE. SR EERREEALE
D = " 3R LLE "
: i " 3NRBLE "



B EZE
(Database Security)

LERBABREES
S RS




EREEIE LM
(Database Management Systems, DBMS)

TEREEMEEEE « 4k - KIEFEREANER (Major
functions are managing mamtalnlng and manipulating data in the
database)

—FERRZTMZE MR AEERERNSAZEREER
(Each data transaction Is recorded into the Database)
B RIS (Provide fault-tolerance)

o UBEFRZ A —EERAERERNEIR (Allow concurrent

access on database resources)
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B EEEZRAAVERE(1/3)
BT BN

system)

ATV BN E

system)
ek =
system)

MEEOERESIEZ4 (Object-oriented database
management system)

I|-|JII

EI 4% (Hierarchical database management

I|-|JII

=2 24 (Network database management

I|-|J|I

=T 247 (Relational database management
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Bl EEIE R AAVLATI(3/3)

3. B EREEE RS
- HERRMAMN  EHRTREVHEE  SHERIEEHES(SOL
Structure Query Language)
4. NEEEREEERR
« IREBRMAI - D iRl Em ErIRS - {BAEASQL
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Id name address tel

96001 PAM g PR R A rR500 02-7654321
5

96002 i1%5% pP R AHTLE- B 04-1234567

96003 | it | A7z xHT X111 | 073416666
%
96001 PR st PP R AeR500 | 02-7654321

‘%};LA




B B AR TV E =R (1/2)

R R E AN AT RE R Y

— BRI E—EER

- RPWBAEEs —FERHME - A —=RIE

- RPWB—1TRIARECE —EBHNE4LE

. —%%EUE%T“TEE‘@?.@@E@—1 Eﬁg —{EFA RN B EE 4B
— BB LBE —EALEOES  WAEEEE (Relation

cchema) - RIS S T B AR B b




IR TUAIXE

B 55 4 P
Relation Schema

RE%E
Customer

fid B35
Relation

CuztomerM wiber
L0001
A0noz

— | A0003

BO0OO1
o1

— > (DI1045

=%(2/2)

—\

Pazzwrond Cuztomert ame

dog01
abcl23
backlll
queens s
z00b6
P23

T8
SESEE
kb
B
A5
bhiE

Telephone

07-721-03032
07-346-0201
02-052-9904
04-552-2345
03-333-4567
02-220-9374

Bl
Attribute

sar@® gmadl.com
snoopy@yahoo . com.

babe @hotmail com
buzzlightvear@ncedn. tw

i kar@d £ com
perterd® gmail com

=\

4—

=352 7
Tuple

7




Bk Z 8 A B B (1/2)

T Customer
T Custormedhwmnbex
Pa==wnowd
Custormextlane
Telephome
Erreal

T Customer T Order
] el

T Ouderblwmbex
Clushorre B uannbex
CrypdeyThache
Delievernrl et

Eecaiwax
Bubdotal
Teotad

T Flower
T  Flowerdlurnbex

Epecles
FooduceFlace
o
U=age
laxe hle thod,
Tpdatedate
TIratPoce




Bk Z 8 A BE B (2/2)

B T_Cusztomer !

vt HT) s
OnderNumber

Customer umber
CripderDiate
DelieveryDate

—\Qc

=l

£
SELECT * T_Customer. ™ T_Order.®
FROM T_Customer INNER JOIN

{_;:;. CustormerNumber | Passweord
] 40001 dog001
- 40002 abcl2s
V I eW 4000z backl1l
BOO0O1 gueensh
0101 odalalul i}
D045 pa3

T _Order ON T_Customer CustomerMwmber = T_Order Customerivmber

CuztomerName Telephone

ClIE: 07-731-0302
ok 07-245-0201
EEk 02-082-9999
EHR YL 04-552-2345
HAT 03-233-4567
bhig i 02-220-9876

Ernail
sear@ gadl com

gnoopy@yahoo ..
babe @hotmail oo

buzzlightwear @ne. .

mickardd z.com
peiterd® srnadl com
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Data Base Port
Oracle Net Listener 1579
Microsoft SQL 1433
My SQL 3306
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ETEISQL Injection5s 24 W B

BERIENIZIVERET (Poor coding practicing)
AMAIERE R (Un-patched systems)
sas 1B EF A HZES (Blank sapassword)




MS SQLfEIk sz S B R E

MS SQLEK BB R R EERSQLAKRNAR - BRtE
EHEEDRRARIAE -



SQL InjectionE R IEINEE

FSQLNEN/THRMSERE "]mA L BIAS ANHTTPIER A
KPR REMmENRENBER
LA ERESFESQL Injection)f)fd
« ‘orl=1—

SHEHEHR - EIDEEE I AN FESURLE A

« Login: ‘orl=1—
« Password: ‘orl=1—
 http://ww\&***.com/index.asp?id=***" or 1=1--



http://www.***.com/index.asp?id=***

S i A B #8 N2 £ SQLIZ R AT SRV EE A

Microsoft OLE DB Provider for SQL Server error
'80040e14’

Unclosed quotation mark before the character
string ’and Password= "

/login.asp line 42



S EEE

<
v 2 4 /,\ %W %}ﬁ . %
-—U; "i['l? £ . f-’o\kfzﬂ_%@%

s
SELECT *
FROM customer
WHERE UID = ‘& request(“ID”) &” AND
Passwd = ‘& request(“Pwd”) &’;

50
A% UID = *E123456789
%&\\QP Passwd = ‘abc123’

Y

% SELECT *
FROM customer
WHERE UID = ‘E123456789° AND Passwd = ‘abc123’;

REMEEIPASYIRENZZE LRAMNRER - ASBRIEEMALR -



: Iu'%_'l ;Ellq? Hk /LJ\

~L f
e=-GRmer: 4.
I 1555,

%E‘ Brifu@ : B8 > BAEH

., Eu%ﬁﬁ B 4 i CustomerNumber | Password CustomerName Telephone Email

= IRFARTS ] 40001 dogh] TE 070N sar@gmaileom

= EFIRT ey AD0DZ abo123 Sk, 07-346-0201 snpopy@yshoo com. b

= RInEE :} 40002 backl11 B 02-032-0999 babe @hotmeil.com
n EiERE o TP BOOO1 queenss EHRED (4-552-2345 buzelightyear@ncu edu. b
n EEHEE Lt o coin 20066 *3F 03-333-4567 micky@ds com

» FABH D1045 p23 FhiSiE 02-220-0676 perter@gmedl com

Customer Number = A002 Select * from customer where
Password = abc123 CustomerNumber = ‘A002’
Passwd = ‘abc¢123’

@ ‘ ‘11""

REMERIPASHIASNZE LRRENFHIRER - ASBEEMAR



SQL InjectionIZ &2

& ’
S

=
A'sﬁgﬁ}&

SELECT *

FROM customer

WHERE UID = ‘& request(“ID”) &’ AND
Passwd = ‘& request(“Pwd”) &’;

Nk
//é/Q
g%\% UID = ‘Admin’ --’
»@x\QP Passwd = ¢’

i
4 SELECT *
FROM customer
WHERE UID = ‘Admin’ --> AND Passwd = “ ’;

REMEEIPASYIRENZZE LRAMNRER - ASBRIEEMALR -



BRI E

(SQL Injection Hacking Tools)

SQ
SQ
SQ
SQ
SQ

Msadc.pl -

Dict - &£

_J/\Q /i

Exec - MUITIEIES

_Lbf - f&,

' Smack - i}

2.exe - F

JUDP#E |

1 B I B2 B IR T AR A
LINUXITIEIE <

R Yinging -

B Al A B 5ROR



R E R EZ 2 RENZ

E 1Ay (1/2)

A ASP 2 ASPNET % 1a] Al == I 122 &5 B2 PRl 80 A 22 BU RV Y I 2

EE  BEELEENAA -

A SQL Server BWMESRAZEE

ARIMRSE - I BABARIEEIR:
BIEE sa BAEENERNE -

sa + T

o]

5L Sysadmin &#

M A ADO By Command #)14sk ADO.NET #Y SglCommand

class 2E#17.SOL



S B E 22 2 RIE 22 IR0 (1/2)

EIITEER Y Web BRI - AZEMA IS FERREBK
ABBRERNEIEPInHEE

R AR IR ERER

FEEIEAMIT -

B kA& EEER TCP 1433/UDP 1434 12(port) ¥ 9N ELR -
[ E R EMRIEHED




—Source A——»

Basic Uses of Message Encryption

=—Destination B——

M (E) (D) ol M
1- E(K, M) I—

(a) symmetric encryption: confidentiality and authentication

M —(E)

1

PU,

E(PU,, M)

PR,

(b) Public-key encryption: confidentiality

»(F} - (T -
M - k]1_i_’, > - ]; = M
PR, E(FPRa, M) PU,

{c) Public-key encryption: authentication and signature

M —-{%)—,

- (E}—

_,@_,,

—(D}—| M

FRIJ EIJ}RH. .ll.f] .IHE-JI l:fFL.k. t[ JHRH. .”]'J FR_I. J:.[.IHR[F. a!‘I} .IHLIIJ

(d) Public-key encryption: confidentiality, authentication, and signature




Internal and External Error Control

= <+——— Destination B —

M—b!% ~ h?_._”A*@—l

FiM) Fi{ M) -‘ Compare

T

K E(K, [M || F(M)]) K

{a) Internal error control

_— e
K I:h‘i._i.t:ﬂ -l,
| ~ o)
D
[: . =
” E - F. JH
= “ i
E(K, M) ,.f" _‘ Compare
F{E(A, M)) +

(b) External error control



TCP Segment

Bit: 0O - 10 16 3l

20 octets

Application data

REMEEIPASYIRENZZE LRAMNRER - ASBRIEEMALR -



Basic Uses of Message Authentication code (MAC)

+———— Destination B ——

W

= Source A

M 4 .y

- 1
K ;-l'_ K Compare
. / J
s
CiK, M)

(a) Message authentication
M ~(—(E) ~(D)—| v @1

K T 1 K, Compare
I’ K- E(K,, [M||C(K,, M) K iy 1
’

ClK,. M)

L |

{b) Message authentication and confidentiality; authentication tied to plaintext

E(K,. M)
b
M _-.{%_ I::@_’_“ @ - :[F M
K T ;ﬂ'— t Compare :
’ K,

F
C(K). E(K2. M) !

(c) Message authentication and confidentiality; authentication tied to ciphertext




Simplified Depiction of Essential Elements of Digital

Signature Process o

Return
signature
Bob's valid or not valid
signature
for M

(a) Bob signs a message (b) Alice verifies the signature

REMEEIPASYIRENZZE LRAMNRER - ASBRIEEMALR -



Two Approaches to Digital Signatures

&ﬁ/

u :. ’.—I
PR, PU, Compare
* * o
(E)— E(PR,. H(M))]

(a) RSA approach

M () ®-
PU-PR, PU-PU,
|
. Compare
k T

(b) DSA approach

REMEEIPASYIRENZZE LRAMNRER - ASBRIEEMALR -



The Digital Signature Algorithm (DSA)

Global Public-Key Components Signing
p prime number where 287! < p < 2¢ r = (g"modp)mod g
for 512 = L = 1024 and L a multiple of 64; e
i.e.. bit length L between 512 and 1024 bits B (RN S [ty

in increments of 64 bits Signature = (r, 5)

q prime divisor of (p — 1), where 2¥~1 < g < 2V
i.e.. bit length of N bits

Verifying
g = hip = 1)/q is an exponent mod p,

= (gL
where i is any integer with 1 < h < (p — 1) w= (') modg

such that /"M mod p > 1 wy = [H(M")w] mod g
u; = (r"ywmod g
USH‘S Pl'i\-’ﬂtf I{f_f = [{Bul}ﬂ.-z} [T.I.de] !T.I.D'd q
x random or pseudorandom integer with < x < g4 TEST: v = ¢’
User's Public Key M = message to be signed
y = g*modp H(M) = hash of M using SHA-1
M, r", 3" = received versions of M, r, s

User®s Per-Message Secret Number

k random or pseudorandom integer with 00 = k < g




DSA Signing and Verifving

Zlggﬁz*j,f%'fj:\t\lp/ \WJ I/JI\V)KFLHIV)’\_I_[b}—Er'iIfggI—“IJ H/ITEnvIN 1</ 1] LTI Fg,ffEH'ﬂi’,ﬁH;g ’



Lightweight Cryptography Trade-Ofts

S ’
Mt
(s Longer keys
= More rounds
* Increased silicon area
* Increased power consumption
. Reduced throughput
- ™
ﬁ§ = Shorter keys * Shorter keys
* Fewer rounds * Fewer rounds
. ltfd"llcfd Eﬂlfﬂll area * Increased silicon area
* Serial architecture . * Parallel architecture
* Reduced power consumption * Increased power consumption
* Reduced throughput J " Increased throughput

"y

REMERIPASHIARENZZ 11260 Jllﬁﬁﬁﬁﬁ ASBEEAMHE




Another Man-in-the-Middle Attack

& ’
[

<
Allice, Bob, and -r
Darth share K1

REMEEIPASYIRENZZE LRAMNRER - ASBRIEEMALR -



The NIST 800-63 Digital Identity Model

Enrollment, identity proofing, Digital authentication

credential issuance
authenticated session
-
RP
Claimant

authentication

suthesticator enrollment and authenticate .
enrollment/ identity proofing
issuance
validate authenticator/

CSP = credential service provider
RI* = relving party



Authentication Factors

Knowledge

Password

Smart Card

Electronic Badge
Electronic Key

Can be shared
Many passwords easy to guess
Can be forgotten

Can be shared

Can be duplicated (cloned)
Can be lost or stolen

Inherence

Fingerprint
Face

Iris

Voice print

Not possible to share

False positives and false
negatives possible

Forging difficult

REMEHIPASHI AR E R Z

= T2EMAIRER - ASBIEEMBR -



Example of Virtual Private Network Implemented with
IPsec Tunnel Mode

— 1
Unprotected IP traffi Virtual tunne 1
IP traffic protected protected

REMEEIPASYIRENZZE LRAMNRER - ASBRIEEMALR -



Types of Firewalls

o
-
>
Internal (protected) network External (untrusted) network
(e.g.. enterprise network) Firewall (e.g.. Internet)
(a) General model

End-to-end End-to-end End-to-end End-to-end

transport transport transport transport

connection connection connection connection

—,—y p— —— —
=1 Bl
)g\, (b) Packet filtering firewall {c) Stateful inspection firewall
\%\'
%Si&ﬁ\ Application proxy Circuit-level proxy
ﬁ% Internal l External  Internal External
transport -—- transport  transport tion| pplication transport
connection connection connection connection
" Transport Transport —
Internet Internet Internet Internet
Network Network Metwork Network
| ACCESS | ACCess | | access | ACCESS

Physical Physical Physical Physical

(d) Application proxy firewall (&) Circuit-level proxy firewall
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1 BJ48 % (Packet-Filtering) & 4l

Rule Set A
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Internal server
and data resource
networks

LAN switch
oF router

©)

NIDS

@
NIDS

LAN switch
or router

Workstation

internal
firewall

LAN switch
OF router

internal
firewall

NIDS
manager

Example of NIDS Sensor Deployment

external
firewall

Service network
(Web, Mail, DNS, etc.)




Five Elements of Malware Defense

SR ’
’L}l/
& '\%\)&
AN
/’}%&9
Area of Vulnerability
— e —
MNetwork Payload Endpoint
i
| Real-Time/
-3 MNear-Real-Time
74
E Post-compromise
| (days/weeks)
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Examples of Simple DDoS Attacks

Y M/ .
packets  Target Web

@ SETVET

KBS ‘
ﬁ%& — ﬁ ﬁ @

TITEE I

(b) Distributed LCMP attack
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Types of Flooding-Based DDoS Attacks

o F
)\\ﬁ,/

- Attacker
.y

&
g
=
-

or DS attack

(b) Reflect

{a) Direct DDo% attack
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=
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Sample Packet Filter Firewall Ruleset
il

PR

&7

1 Any Any 192.168.1.0 > 1023 Allow
2 192.168.1.1 Any Any Any Deny
3 Any Any 192.168.1.1 Any Deny
4 192.168.1.0 Any Any Any Allow
5 Any Any 192.168.1.2 SMTP Allow
6 Any Any 192.168.1.3 HTTP Allow
7 Any Any Any Any Deny
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RIRE BEWE R EALEYE S —EiER?
"EEERIES X, ( False Acceptance Rate, FAR )
"#EER{EAE R | ( False Rejection Rate, FRR)
Type Il error
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Type | errors and Type Il errors

Type | errors, also known as false positives, occur when you see things that are not there. Type
Il errors, or false negatives, occur when you don’t see things that’are there (see Figure below).

Type I error Type II error
(false positive) (false negative)

i You’re not i
_ pregnant
— i
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TP - Type |l error ( 35 f8f5R )
T L

{ERAF - fa%ﬁ* A
FALCEEE S EE’\JfanéﬁthxiFﬂf RIBAE

L_l_
%;
?ﬁ
KEH>

Type | error O] gE4R E:
Acceptance ) - D/\%E A
_I_

%~|

Type Il error T‘QE;&EQ N2
ReJectlon) SR UM =P N

Al - &
EERETANN
HY

=

=
__#aFERR (Type ll error) -
=LHE -

—\

A

SEERIIES AIEENZE S ( False
ANy

NEY b= aal
ILACE -
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https://zh.wikipedia.org/wiki/%E6%98%BE%E8%91%97%E6%80%A7%E5%B7%AE%E5%BC%82
https://zh.wikipedia.org/wiki/%E6%AA%A2%E5%AE%9A%E5%8A%9B
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Default = discard: That which is not expressly permitted is
prohibited.

Default = forward: That which is'not expressly prohibited is
permitted.
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L A

¥z (Ransomware ) : 31 8%:F "AA2 14 fHw© 3
EFR g S fENE Y
BPERRBARGE  EFRT BT E
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sz /R £ $H (spyware / adware
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#aj HELLD! - Microsoft Internet Explorer

J File  Edt ‘iew Favortez Toolz  Help |

€ -5 QG AES B HEA-
J.-'l'-.gldress j & Go JLinks =

Welcome to http s worm. cotmn |

Hacked By Chinesel

=
|@ [one I_ I_ @ kdy Computer 4

6-7 iz Code Red a3 B 2 falfilkas - (& E#LR T YA
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our personai riues are encryptcea:

Your files have been safely encrypted on this PC: photos, videos, documents, e
Click "Show encrypted files" Button to view a complete list of encrypted files,
and you can personally verify this.

Encryption was produced using a unique public key RSA-2048 generated
for this computer. To decrypt files you need to obtain the private key.
The only copy of the private key, which will allow you to decrypt your files,
is located on a secret server in the Internet; the server will eliminate the key
Your private key will be after a time period specified in this window.

destroyed on: Once this has been done, nobody will ever be able to restore files...
In order to decrypt the files press button to open your personal page

371872015 File decryption site | and follow the instruction.

e in case of "File decryption button" malfunction use one of our gates:
Time left: 945:30:4.F Wt ¢ vl e e Ra ] LA nat

hatoss " SAFFMT L 7 TRl

Fl6-8 8 24zt 2 ¥4 4 5
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#BEEQ BHE BRO #EmEEW IAOD JHED
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Google [Gi+ v e - B - o - BusEEs >

N E—

Categories* | M

Search

Love deep dig

A

New tc
Registratiot

these out

Uttra 4-Port USE F
$7.99 $9.99 |

B 6-9 B 2 sicfpt R 2T

wfs TrystedBank

Dear valued customer of “ruisBane

e have recieved notice that you have recently attempted to withdraw the
fallowing amount from your checking account while in another country: $135.25.

If this information is not correct, someone unknown may have access to your
account. As a safety measure, please visit our website via the link below to verify
your personal information:

Once you have done this, our fraud department will work to resolve this
discrepency. We are happy you have chosen us to do business with.

Thank you,
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7 HUZE il

FEUZER (Access control ) EFR R P EE R FERIER] -
e EHIE—E XS (subject )ik E#& R ( Permission ) DIFHE
IEEfE (Object ) ERIIIEE LA -

SEFIZEGIREE

R

3

(Sl; nject)

(Permission)




ACL FHUZERHI A

ACLE % IR %2 — (AR ) - SERBEEE—H
BE - TEROARETHEEE BTRICNERERE B
BEAS LOTIEER  FRRER -

BIg0 - Anna Al Bart BAERE ZFEEIR - £ENEHER
BIEEBE L - Anna ZAEIVER - Bart RIBEABEI - BEA
{2 oA £ TR BRAEEBR

=4 . WAE Windows fFE &4t ACL FHUERIERE -




ACL FEUZERITIA

] —8 2R  E2E LEmgEF 53

EEg% ggg N AUsers\User\Documents),
(Subject) | (Object) MEER CemUenfonmenaA

(Permission) BENERELEG:

B8R SYSTEM
2 User (DESKTOP-GULVIUD\User)
SR Administrators (DESKTOP-GULVIUDWAd ministrators)

A sERSER. 25— (EE - sEE.
n H ‘ &N (Read) SYSTEM BJIETE(®) Gl B2
> o
“ X Bart: zgﬂz&f—?
a0 (Read) SlLEHEAE
ERE e £ A (Write) ==
Anna #] Bart & (Modify) .

WEEHEMNERRTE S8 [EE] -

ffifR (Delete)

BE b ERRA

ACL FEUERIT77A Windows 1FZ£ %4t ACL7EGZE Sl S8 A




+ B T BEF BUIZE

FRIBEFIER - EEXES
LH#EE—E=BEE - LIS
HoJ IR E R BEIR -

580 : Anna o] DIREEVE M E
2B - WEILIEEEY ~ A
B EAMBRER ZS - %

[LT]

aH| -

£
(Subject)

PR

BN E:
:BHY(Read)

EEE NN
2BV (Read)
= A (Write)
B (Modify)
fiBR(Delete)

(Permission)

[ \ oD

Anna
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RBAC FHUZERI A

Bl . EREIEZUEIFAE -
Bzt P9 158

AIERE

15 AR PR EN 2

Bl A\ &R0 EAER -

RIFEHM - NBLEHE -

k7 EREHBEF—(EARES
(role) - kABDIKEIR - B

G ABIEEHAS - L7757

. P -
;/\\‘5 % '

ol

=
=]

B B EUER] (RBAC) -
RBAC &FEUZERI 730 -

ACL V7575 -

Alice, Bart, Cade

O

Alice (ZI8)

H
W

Bart(ZE7% 5)

"

\/

BEZRM

Cade (73 8)

4838

>> B JE:
sEHY(Read)
2 A(Write)
{EZ(Modify)
fiE% (Delete)
2 -EF D
sEHY(Read)
2 A(Write)
&z (Modify)
fiE% (Delete)

EE
>>E R E:
8B (Read)
>>EE LR
8B (Read)
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O SHEEINRA
1983 HF= E&_ﬁ@)ﬁ%ﬁ | X BT TP E FEEEE“'“H“W%E‘%
NI BN H‘Eﬁ* ( rusted Comp Base :
TCB) MR A HHEEE/JE%\/TE OJ15 %8 EE fika 24 ﬁnTr o 2= I

( Trusted Computing System Evaluation Criteria ;
TCSEC) -

1991 F - 25 A~ 1B - EEONBICERXK - thigh T&
HHTSHTI?E’E\&E%EJ I (Informatlon Technology Securlty
Evaluation Criteria ; ITSEC) -

1999 F In;gl IBM ~ HP ~ Compaq K Microsoft 2t —
EolfE%8st 85828 ( Trusted Computing Platform

Alliance ; TCPA) e iR 2002F Ex R ol S RE B iuH &
( Trusted Computlng Group ; TCG) -




TCSECZ Z 1 &R

Fo{EEERAALEF G2 (Trusted Computer System
Evaluation Criteria ; TCSEC) - FA2 B FERE
(Orange Book)) -

*EZEWTE*HE RN ZZEDRE - REBERRAGDB/EKRIELT
ﬂﬁlité & 2RIRD- Cl ~ C2 - Bl B2 - B3 ElALl fE
F4R - MK 6- 1




TCSEC LR 1REZFN

o | meme | sg B
N e | Al |EFUHNARLRRET - W
R ALAG ) Z IR Boeing Aerospace SNS 4%
B B3 B LAHLEEAE
B2 |#B(EAHMIRERET - W Trusted
BRI R R IREE XENIX %%
Bl |:&flEABHEERNZRIRR - W
Solaris 8 TEZE %4
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CC=x 23 *Fi %¥p]

3@ #E R (Common Criteria ; CC)EE’E\EJHE AFHE TIN=E
7(7?% SH}XDDHMEEEUJ(CTCPEC FE 2 25

ARl 5 (ITSEC) ~ UKEER) ¥ oS REE in R Anat a2 Rl 4
(TCSEC) A1 T==EH#FI AR 4 (US Fede ral Criteria FC) - 1

C K BERZZHERBEZ =AEB7
- BT R—M#EE (introduction &general model) L RO E F I T 8
A0 - REBREHMEEI I IREEKR -
°Iij§E§'% (functlonalrequwements) BT K 2z fE B ENZE
MEE . L e O] D E e P B B BT B B B I R e o 2SR
g ’fEB[ILME Al -
¢ T < AN

- ZERFEFEK (assurance requirements ) : TALZEREFTK « RED
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CC HBERINZERERE

Orange Book » (Canadian Criteria
(TCSEC) 1985 (CTCPE) 1993
L Common Criteria
—»  Federal Criteria > 1998
Confidence Draft 1993 —>
Level 1989 ISO/TEC 15408
= ITSEC
1991
German
Criteria 1989
TCSEC: Trusted Common System Evaluation Criteria
ITSEC: Information Technology Security Evaluation Criteria
CTCPEC: Canadian Trusted Computer Product Evaluation Criteria

French Criteria
1989
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E# &8 ( TCPA Main Specification) -
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HE B RS EE

Web f@fiizz2—EEMZ4t - ©&® HTTP @7 - BEMBAABELA=EPln

AR S R S HENERPk-GEka: HEERFRERE

- EEREZ  FRESEERKREANBERZEER

ERENEE R HTMLIEZE %2
- B SEARS  TRARRNRE - B2 T T z;ﬂ gﬂ
fEZMNMEGEZRE ﬁi’%ﬁéﬂé ﬁ%g%ﬂ mﬂZ v IEIE’&%
. TSR DRSS A T R A SR a s ' — F’T‘%;zi
R amams [, | —
e n - SerletiR 7% g 22 M e HES=
. RS TR SRREE R S AR N A
. EEAEARSMR SEXSENAEAKRR S HTTP? §HTTP@E§ S5
WRIBRRE - BRI IPEELEEES -
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Web falfkzsZ £ [E 8

g - %L%L@kmﬁﬂ%ﬂ&ﬁ B kA H IR AR AN 2 Web falfkzs

FEARBSNAEREZ AN (WX ~ IDS &) o] DIAX M E R 7E
SERAR &%UE’JIQ% ° @% - O] PIEB Internet 18It 75 FEY WebfElAkzs
SFEET MRS SR EE

Web faliRz3 VBRI E
- ERZRSRAVES

Third-party Components Stack 6 &9 Open Source/Commercial .« 4 HIJ—:I Vi) -}E

« REMILH _ R

Custom Web Applications 3,  Stack7 0 Business Logic Flaws

Web Server ' Stack 5 L. Apache/Microsoft IIS

Database = Stack 4 B.  Oracle/MySQL/MS SQL o HWE ERE _b oy al iR zs AU IR /2 BX
Operating System &7 s ® windows/Linu/macos o 5l B PF AN E Rl F5 BY

Network = — m  Router/Swith o J\T|EETIG

Security Stack 1 B} IPS /DS
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EHEBEERNED - WEHER./ (f-5-5F ) RIEREAEERERE
% 7 M = PR B 5%

WEEO PUERAEG AR A(trial and erron) EMAIR BEE 29N - FlZRFKi T
I BN E AT

Volume in drive C has no label.
Volume Serial Number is D45E-9FEE

Directory of C:\ :>

04/02/2022 11:31 AM 1,024 .rnd :

04/28/2022 06:43 PM 0 123.text .

03/21/2022 03:10 PM 0 AUTOEXEC.BAT rees 20

. : 04/27/2022 08:54 PM <DIR>  CATALINA_HOME ) company
http'/o/serve r'Fom/scrl 03/21/2022 03:10 PM 0 CONFIG.SYS ) downloads
pts/..%5c../Windows/ 04/11/2022 09:16 AM <DIR>  Documents and Settings = ) images
? 04/25/2022 05:25 PM <DIR> Downloads ) News

SySt?mBZ/ cmd.exe?/ 03/07/2022 03:38 PM <DIR> Intel ) scripts
c +dir+c\ 04/27/2022 09:36 PM <DIR>  Program Files 2 support

02/26/2022 02:36 AM <DIR> Snort
04/28/2022 09:50 AM <DIR> WINDOWS
04/25/2022 02:03 PM 569,344 WinDump.exe
7File(s) 570,368 bytes
13 Dir(s) 13,432,115,200 bytes free
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NTFS #4281 (1/5)

B FRFAWindowshIIBREIS ZERE2NTFS @\@&
—§#AWindows A X #ex FAT - ReFSHE fb@@%/l\
-NTFSE3FE MMAERE - RIS HINA R0
NTFSIRFERRICEH &@%\\\

SMFT | Description

record ¥ |

0 | Contains one Dase Nie record for each file and folder on an NTFS volume
i the aliocation information for a e or folder is 100 large 1o Bt within 2
| single record, other file records ace allocated # well

SMRMrr | MFT mirror 1 louummu O0ss 10 the MFT in mol ? ungle sector talure

| Ouphcate w -m,td"o'n!'ou records of the MFY

Slogfie | Log e 2 (oumnlothonmtn TFS for faster recoverabisty Mlocﬂt
MhMWMlmwmmm consistency to NTFS
| after & system falure. The sive of the log fie depends on the size of the
| volume, but you can increase the size of the log file by using the Ohidsh
KS» command
)% SVolume | Volume 3 Contams nformation about the volume, such 21 the volume Label and the
ﬁ\\\ volume veruon
>& SArOef | Attribute K Unts attribute names, numbers, and descrpt
%{& detmaom
Root flerame | 5 The| *
03 = )
Shitmap | Ousterbitmap | 6 presents the volume by showing free and d dusters.
Shoot Boot sector 7 Inchudes the BPB uied 10 Mount the volume and aMIONS! DOOtILrap
oader code used i the volume 15 Dootable
[ $8a00us | Bad Custer fle | 8 Bad Custers for 2 vorume
%m 9 mamm-h--“nw
Upcase table 10 Converts lowercase charactens 1o Unicode uppercase
SExtend | NTFS estension | 11 Used for various optional extensions such a3 Quotas, reparse pont data,
= e

AHMHERIPASH B BN T T L 2EDIREFD - S EEM AR -



NTFS %4522 H(2/5) |
o

GFARED  REBOSIMFTEE

—ZRBEEREEREOE AN FIIES - AE

Some SMFT entry attributes

0n20 JAttribute st~ Justs the location of all the attribute records that do not fit in the MFT record

volume-unique file identifier. Used by the link tracking service. Not all files have object
gentifiers

[0:50 [Security Descriptor [Shows information about who owns the file and who can access the file
Volume Name JUsed only in the SVolume system file. Contains the volume label.

N
M FT%EE}@{\@\@ 70 [Vorme information n the SVolume system file. Contains the volume version
x5 h

[0xAD Jindex Aocation Jused to implement folders and other ndexes.
[ox80 JBitmap Jused to implement folders and other indexes.
hb Pobat for directory junction pomnts and volume mount points. They are aiso used by file system
drivers 1o mark certain files as special to that driver.
Yool Stream 10 3 data stream, but operations on a logged tool stream are logged to the NTFS log file
like NTFS metadata Used by EFS.

REMEEIPASYIRENZZE LRAMNRER - ASBRIEEMALR -



NTFSZ 42818 (3/5)

ESMFTE - BEMEENEF B 1S X4 8 EE
. Standard Informatlon(SIﬁﬁaﬁﬁﬁZ soEr—AAAE)ERE - BRPEKEEFRW
H—;FaﬁE]Standard Information Time
A& 5 B 70 Bl A

> Creation Time

> Last Write Time

> Last Access Time

> Metadata Time (B2 11)
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£
A& 5 E 72 Bl &
> Creation Time ([EH8111)
> Last Write Time (F2 5 1841)
> Last Access Time (fEi1E1I)
> Metadata Time (B2 11)
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Windows time rules

File
Creation

Modified
Time of File

File Creation

File
Creation

File Creation

Windowse-
SSTANDARD _

File
Access

modified -

No Change

Metadata -
No change

Creation -
No Change

File
Access

Modified -

No Change

Access -
No Change

Metadata
No Change

Creation -
No change

File
Modification

Access —
No change

adata
Time of Data

Creation -
No change

File
Meodification

Modified -
No Change

Access -
No change

Metadata -
No change

Creation -
No change

o HAEEERSIFSEIKE ZTRERES

File
Rename

Modified -

No change

Access —
No change

Creation -
No change

from oOriginal

Time Rules

File _Local
Copy File Move

Modified -

Inherited OO

No Change

Access -

Metadata -
Time of
File Copy

SFILENAME

File _Local
Copy File Move

File
Rename

Modified -
No change

Access -
No change

Creation -
No change

Modified -
No Change

Access -
No Change

Metad
No Change

Creation -
No Change

INFORMATION

Volume
File Move

Inherited

from original

Move via CLI

Metadata -
Inherited

\_folume
File Move

Modified -
Time of Move
viacu

Volume
File Move

modified -
Inherited

| from original

cut/Paste

Metadata -
Inherited

from original

Creation -
Inherited

from original

yolume
File Move

Modified -
Time of
cut/pPaste

Access -
Time of Move
viacu

Access -
Time of
cut/paste

Metadata -
Time of Move
via €U

Metadata -
Time of
cut/Paste

Creation -
Time of Move
viacu

Creation -
Time of
Cut/Paste

File
Deletion

modified -

No change

Access -
No Change

Metadata -

No change

Creation -

No change

File
Deletion

Modified -
No change

AcCess—
No Change

Metadata

No change

Creation —
No change

E2]
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019530651 2019WV06S51 20238/18S38 2019530651 2RVIN8S3T  AVII8S3T 22VII8S3T  202VU18 5:37
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Offset  FileName USN Timestamp Reason MFTRefe
OxO1E746 cat.exe 3.89E+08  2023/1/18 13:4] RENAME_OLD_NAME 112649
0xO1E747 catNew.exe ~ 3.89E+08  2023/1/18 13:4] RENAME_NEW _NAME 112649

OxO1E747 catNew.exe  3.89E+08 2023/1/18 13:41 CLOSE+RENAME_NEW_NAME 112649
Ox01E747 fik_0823db7e-4¢3.89E+08  2023/1/18 13:41 CLOSE+FILE_DELETE 67350
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William Stallings (2017). CRYPTOGRARPHY AND NEFWORK SECURITY-PRINCIPLES-AND-PRACTICE.-SEVENTH EDITION. GLOBAL EDITION.



A Comparison of Threats on the Web

_ Threats Consequences Countermeasures

Integrity

Confidentiality

Denial of
Service

Authentication

William Stallings (2017). CRYPTOGRARPHY AND NEFWORK SECURITY-PRINCIPLES-AND-PRACTICE.-SEVENTH EDITION. GLOBAL EDITION.

Modification of user data

Trojan horse browser
Modification of memory
Modification of message traffic in
transit

Eavesdropping on the net

Theft of info from server

Theft of data from client

Info about network configuration
Info about which client talks to server

Killing of user threads

Flooding machine with bogus requests
Filling up disk or memory

Isolating machine by DNS attacks

Impersonation of legitimate users
Data forgery

Loss of information
Compromise of

machine Cryptographic
Vulnerability to all other checksums
threats

Loss of information
Loss of privacy

Encryption, Web
proxies

Disruptive
Annoying
Prevent user from
getting work done

Difficult to prevent

Misrepresentation of
user

Belief that false
information is valid

Cryptographic
techniques
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Some Potential Attacks, Susceptible Authenticators, and Typical Defenses

Guessing, exhaustive

Cliont Password cearch Large entropy; limited attempts
attack Token Exhaustive search Large entropy; limited attempts; theft of object, requires
presence
Biometric False match Large entropy; limited attempts
Plaintext theft,
Password dictionary/exhaustive  Hashing; large entropy; protection of password database
Host attack SEEITER
Token Passcode theft Same as password; 1-time passcode
Biometric Template theft Capture device, authentication; challenge response

User diligence to keep secret; administrator diligence to
Password “Shoulder surfing”  quickly revoke compromised passwords; multifactor

. authentication
Eavesdropping,

theft, and Theft, counterfeiting  Multifactor authentication; tamper resistant/evident token

opng leiesn hardware
Biometric Copying (spoofing)  Copy detection at capture device and capture device
biometric authentication

William Stallings (2017). CRYPTOGRARPHY AND NEFWORK SECURITY-PRINCIPLES-AND-PRACTICE.-SEVENTH EDITION. GLOBAL EDITION.



Some Potential Attacks, Susceptible Authenticators, and Typical Defenses

Replay stolen password

Password Challenge-response protocol
response
Token Replay sivlen peesesil: Challenge-response protocol; 1-time passcode
Replay response
. . Replay stolen biometric Copy defcecfuon at capture device and capture device
Biometric authentication via
template response
challenge-response protocol
Trojan RassHonc: !nstallahon of rogus Authentication of the client or capture device within the
token, client or capture device : :
horse : : trusted security perimeter
biometric
: Password, :
Dl token, L.OCkOUt by m.ult|-ple Multifactor with token
horse failed authentications

biometric
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Windows * macOS * Chrome OS - Linux (FHR7)
I0S " Android ~ IPadOS*~ KaiOS - Tizen
Unix ~ Linux (CentOS - Ubuntu) * Windows

Linux * Android ~ Tizen ~ webQOS - FreeBSD
FreeRTOS ~ uC/OS 11 - Raspberry Pi
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Google Chrome 6 Windows, macQS, Linux, Android, 10S

Mozilla Firefox % Windows, macOS, Linux, Android, iOS

Safari macOS, 10S
Microsoft Edge e Windows, macOS, Linux, Android, i0S
Opera 0 Windows, macQOS, Linux, Android, i10S

Brave @ Windows, macQOS, Linux, Android, iOS
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Certificate
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Analysis

MONITORING & REVIEW

RECORDING & REPORTING

Framework (clause 5) Process (clause 6)
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Volume in drive C has no label.
Volume Serial Number is D45E-9FEE

Directory of C:\ :>

04/02/2022 11:31 AM 1,024 .rnd :

04/28/2022 06:43 PM 0 123.text .

03/21/2022 03:10 PM 0 AUTOEXEC.BAT rees 20

. : 04/27/2022 08:54 PM <DIR>  CATALINA_HOME ) company
http'/o/serve r'Fom/scrl 03/21/2022 03:10 PM 0 CONFIG.SYS ) downloads
pts/..%5c../Windows/ 04/11/2022 09:16 AM <DIR>  Documents and Settings = ) images
? 04/25/2022 05:25 PM <DIR> Downloads ) News

Syst¢m32/ cmd.exe?/ 03/07/2022 03:38 PM <DIR> Intel ) scripts
c +dir+c\ 04/27/2022 09:36 PM <DIR>  Program Files 2 support
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04/28/2022 09:50 AM <DIR> WINDOWS
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